Employee Separation Checklist


EMPLOYEE INFORMATION

Name: _______________________________________________________

Department: __________________________________________________

End Date: _____________________________________________________


INITIAL ACCESS CONTROL

	ITEM
	ACTIVITY
	DUE/COMPLETED
	NOTES

	User Account
	Disable account or set expiration
	
	

	Remote Access
	Disable access by removing user from groups, etc.
	
	

	Building or Office Access
	Set expiration on key card;
Collect key card
	
	

	Email
	If needed, determine who should be the recipient
Recipient: _________________________
	
	

	Phone Calls and Voice Mail
	If needed, determine who should be the recipient
Recipient: _________________________
	

	


INCOMING CONTACT METHODS

	ITEM
	ACTIVITY
	DUE/COMPLETED
	NOTES

	Distribution Lists
	Check distribution list membership and remove user from all lists.  If the user is the sole member of a list, a new contact will need to be designated. 
(Document these memberships before removal for audit purposes.)
	
	

	Phone Trees or Hunt Groups
	Is the user a destination endpoint for any phone menu trees or a member of any telephone workgroups or hunt groups?  Adjust and document as necessary.
	
	

	Voice Mail
	Ensure that any incoming voice mails are automatically forwarded or checked for as long as the extension will be available.
	
	

	Global Address Lists
	Hide email address from global address lists.
Remove extension from dial-by-name directories.
	
	


DATA DELIVERABLES

	ITEM
	ACTIVITY
	DUE/COMPLETED
	NOTES

	Email Forwarding
	How long should the forwarding be in effect? 
Set reminders for follow-up.
	
	

	Phone Forwarding
	How long should the forwarding be in effect? 
Set reminders for follow-up.
	
	

	Email History
	Provide copy of remaining Inbox items and/or PST Files. 
Recipient: _________________________
	
	

	Work Files
	Provide copy of home folder or other work products.
Recipient: __________________________
	
	


APPLICATION MANAGEMENT

Is the user the sole owner/manager of other important enterprise products like databases or SharePoint sites? Is there any application that regularly delegates tasks that would need to be reassigned to a co-worker?  Does the user have any accounts with systems that are managed outside of Active Directory or by third-parties?  Any special, locally installed applications or hardware? (Add rows as needed.)

	ITEM
	ACTIVITY
	DUE/COMPLETED
	NOTES

	Locally installed hardware
	Any scanners or other special equipment at the user workstation? 
Recipient: ___________________________
	
	

	
	
	
	


FINAL ACCOUNT REMOVAL

Once the temporary forwarding time frames expire and work data has been sufficiently located and backed up, the user account can usually be purged from the system.

	ITEM
	ACTIVITY
	DUE/COMPLETED
	NOTES

	Security Groups
	Document group memberships for auditing purposes and then remove user from them.
	
	

	Email Forwarding
	If email forwarding is still desired, consider adding the SMTP address to a different user.
	
	

	Phone Forwarding
	Remove phone forwarding and extension.
	
	

	Network Account
	Delete network account.
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